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DETAILED ACTION 

1 . This office action is in response to applicant's response filed on 02/13/2009. 

2. Claims 1-2, 4-8, 10-19, 21-29 and 31-38 are pending. 

3. Claims 3, 9, 20 and 30 are cancelled. 

4. Claims 37 and 38 are new claims. 

5. Claims 1 and 36 are amended. 

6. Applicant's arguments have been fully considered but they are not persuasive. 

7. When responding to the Office action, Applicant is advised to clearly point out the 
patentable novelty the claims present in view of the state of the art disclosed by the 
reference(s) cited or the objection made. A showing of how the amendments avoid such 
references or objections must also be present. See 37 C.F.R. 1 .1 1 1(c). 

Response to Arguments 

1 . Applicant, on page 1 0, last paragraph, of the remarks, argues "Hodgson does not 
teach an Access Control Server (ACS) configured to receive a request for passcode 
authentication of a Primary Account Number (PAN) from a merchant server, and 
configured to request a passcode corresponding to the PAN from a cardholder device, 
wherein the ACS is associated with an issuer of the PAN." 

Examiner respectfully disagrees and asserts that Hodgson discloses fig. 1 is a 
high level block diagram of the secure Internet payment transaction system for ATM 
transactions according to the present invention including a security zone between a 
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PIN/PAD connected to a consumer PC and a secure transaction management system 
[para. 41 and fig. 1; indicates communications between STMS (30) and Merchant 
Server (20), see the arrow and paras. 60-61 for details]. Hodgson further discloses 
transactions will be routed based on which processor (which financial institution) has the 
relationship with the merchant that the PIN pad user 16 is transacting with. Routing can 
be driven by an address loaded into the merchant web site and transmitted with each 
transaction and/or a database maintained at the STMS [para. 153 and fig. 1; even 
though Hodgson does not explicitly teach wherein the request for the PIN includes an 
instruction to provide the PIN to a destination-address, However, this would have-been 
obvious, if not even inherent Hodgson already teaches that the PIN is routed to STMS 
or POS processors, and it would be obvious that this would go to a particular address (it 
has to go somewhere!)]. 

2. Examiner, however, in light of the above submission maintains the previous 
rejections while considering the amendments to the claims as follows: 

Claim Rejections - 35 USC §102 or 103 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 
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2. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-8, 10-19, 21-29 and 31-36 are rejected under 35 U.S.C. 102(b) as 
anticipated by or, in the alternative, under 35 U.S.C. 103(a) as obvious over Hodgson et 
al., Pub. No. US 2002/0123972 A1 (hereinafter Hodgson). 

Referring to claims 1 , 6 and 1 1 , Hodgson teaches a secure passcode 
authentication system, the system comprising: 

an Access Control Server (ACS) configured to receive a request for passcode 
authentication of a Primary Account Number (PAN) from a merchant server, and 
configured to request a passcode corresponding to the PAN from a cardholder device, 
wherein the ACS is associated with an issuer of the PAN [paras. 41, 60-61, 90, 153 
and figs. 1 and 2A; Hodgson does not explicitly teach wherein the request for the PIN 
includes an instruction to provide the PIN to a destination-address, However, this would 
have-been obvious, if not even inherent Hodgson already teaches that the PIN is routed 
to STMS or POS processors, and it would be obvious that this would go to a particular 
address (it has to go somewhere!)]; 
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a front end Hardware Security Module (HSM) coupled to the ACS, and 
configured to receive the passcode and generate an encrypted passcode using a local 
encryption key [paragraph 30]; and 

a back end HSM configured to receive the encrypted passcode from the front 
end HSM and further configured to recover a clear form of the passcode, generate a 
back end encrypted passcode, and communicate the back end encrypted passcode to 
an authentication network [paragraph 0057, paragraph 0061, lines 11-14 and figs. 1 
and 1A, STMS 30 handles all the payment transaction request over the internet 18]; 
wherein the ACS is further configured to receive an authentication message from the 
authentication network [paragraphs 41, 60-61, 90 lines 6-20 and figs. 1, 2A-2C]. 

Referring to claim 2, Hodgson teaches a secure passcode authentication system, 
wherein the request for passcode authentication comprises a request for a Personal 
Identification Number (PIN) authentication [paragraph 0005, lines 24-28]. 

Referring to claim 4, Hodgson teaches a secure passcode authentication system, 
wherein the ACS is further configured to generate a unique transaction identification 
and include the unique transaction identification as a hidden field in the request for the 
passcode [paragraph 0098, lines 5-7 and fig. 2C]. 

Referring to claim 5, Hodgson teaches a secure passcode authentication system, 
wherein the front end HSM is configured to generate a hash value based in part on the 
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unique transaction identification, and wherein the ACS is configured to include the hash 
value as an additional hidden field in the request for the passcode [paragraph 0027 
and paragraph 0154]. 

Referring to claims 7 and 25, Hodgson teaches a secure passcode 
authentication system, wherein the front end HSM comprises a software HSM 
[paragraph 0023]. 

Referring to claim 8, Hodgson teaches a secure passcode authentication system, 
wherein the front end HSM comprises a hardware HSM [paragraph 0023]. 

Referring to claims 10, 22-24 and 34-35, Hodgson teaches a secure passcode 
authentication system, wherein the first encrypted format comprises a Secure Sockets 
Layer (SSL) encrypted format [paragraph 0076, 0105 and 108]. 

Referring to claim 12, Hodgson teaches a secure passcode authentication 
system, wherein the front end HSM is configured to receive a cardholder encrypted 
passcode from a cardholder device [paragraph 0019, pin/pad is corresponding to a 
cardholder device]. 

Referring to claim 13, Hodgson teaches a secure passcode authentication 
system, wherein the back end HSM is configured to generate the back end encrypted 
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passcode by generating a PINBLOCK using the clear form of the passcode and 
encrypting the PINBLOCK using an Acquirer Working Key (AWK) [paragraph 0073, 
DES or ATM is corresponding to AWK]. 

Referring to claim 14, Hodgson teaches a secure passcode authentication 
system, wherein the authentication network comprises an Internet Payment Gateway 
Server (IPGS) [paragraph 0066, paragraph 0099, lines 18-20, IPGS corresponds to 
STS-MF 22 which is inside of the merchant server 20]. 

Referring to claim 15, Hodgson teaches a secure passcode authentication 
system, wherein the authentication network further comprises an issuer server coupled 
to the IPGS [paragraph 0060, lines 7-8]. 

Referring to claims 16, 31 and 32-33, Hodgson teaches a secure passcode 
authentication system, the system comprising: 

an Access Control Server (ACS) configured to receive a request for Personal 
Identification Number (PIN) authentication of a Primary Account Number (PAN), and 
configured to generate a request for a PIN corresponding to the PAN [paragraph 
0062], the request for the PIN including hidden fields comprising a unique transaction 
identifier and a hash value [paragraph 0027 and paragraph 0154]. 

a front end Hardware Security Module (HSM) coupled to the ACS [paragraph 
0154], and configured to generate the hash value based in part on the unique 
transaction identifier [paragraph 0027 and paragraph 0154], and further configured to 
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receive an encrypted PIN, decrypt the PIN to recover a clear form of the PIN 
[paragraph 0030], and generate a local encrypted PIN using a local encryption key 
[paragraph 0154]; and 

a back end HSM configured to receive the local encrypted PIN from the front end 
HSM and further configured to recover a clear form of the PIN from the local encrypted 
PIN [paragraph 0057, paragraph 0061, lines 11-14 and fig. 1A], generate an Acquirer 
Working Key (AWK) encrypted PIN, and communicate the AWK encrypted PIN to an 
authentication network [paragraph 0073]. 

Referring to claim 17, Hodgson teaches a secure passcode authentication 
system, wherein the front end HSM generates the local encrypted key using a triple 
DES algorithm [paragraph 0154]. 

Referring to claims 18 and 21 , Hodgson teaches a secure passcode 
authentication system, the system comprising: 

an Access Control Server (ACS) configured to receive a request for Personal 
Identification Number (PIN) authentication of a Primary Account Number (PAN), and 
configured to generate a request for a PIN corresponding to the PAN, the request for 
the PIN including an instruction to provide the PIN to a destination address [paragraph 
0062 and paragraph 0087, STMS 30 sends a follow up email to the email addressed 
used to register the PIN/PAD 16]; and 
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a front end Hardware Security Module (HSM) having said destination address 
and coupled to the ACS [paragraph 0154 and paragraph 0087], and configured to 
receive an encrypted PIN, decrypt the PIN to recover a clear form of the PIN 
[paragraph 0030], and generate an Acquirer Working Key (AWK) encrypted PIN using 
an AWK encryption key, and configured to communicate the AWK encrypted PIN to an 
authentication network [paragraph 0073]. 

Referring to claims 19, 27-28, 36 and 38, Hodgson teaches a method for 
providing secure passcode authentication, the method comprising: 

requesting a Personal Identification Number (PIN) corresponding to a Primary 

Account Number (PAN) wherein requesting the PIN includes generating a unique 
transaction identifier, generating a hash value with a front end Hardware Security 
Module (HSM) based in part on the unique transaction identifier, generating a query 
having the unique transaction identifier and hash value as fields in the query, and 
communicating the query [paragraphs 0027, 0062, 0098 lines 5-7, paragraph 0154 
and fig. 2C]; 

receiving the PIN in response to the request [paragraph 0062]; 
generating a PINBLOCK based in part on the PIN [paragraph 0073]; 
encrypting the PINBLOCK using a local key in a front end Hardware Security 
Module (HSM) to generate a local key encrypted PINBLOCK [paragraph 0073]; 

decrypting the local key encrypted PINBLOCK with a back end HSM [paragraph 

0030]; 
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generating a back end encrypted PIN with the back end HSM [paragraph 0057]; 

communicating the back end encrypted PIN to an authentication network 
[paragraph 0005, lines 19-22]; and 

receiving an authentication response from the authentication network 
[paragraph 0090, lines 6-20 and figs. 2A-2C]. 

Referring to claim 26, Hodgson teaches a method for providing secure passcode 
authentication, wherein encrypting the PINBLOCK comprises encrypting the PINBLOCK 
using a triple DES encryption algorithm [paragraph 0026]. 

Referring to claim 29, Hodgson teaches a method for providing secure passcode 
authentication, wherein the front end HSM comprises the back end HSM [paragraph 
0057]. 

Referring to claim 37, Hodgson teaches a method; wherein the access control 
server, the front end hardware security module, and the back end are co-located [fig. 1 
and 1A]. 

Conclusion 



THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to YONAS BAYOU whose telephone number is (571)272- 
7610. The examiner can normally be reached on m-f,7:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on 571-272-381 1 . The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Yonas Bayou/ 
Examiner, Art Unit 2434 
05/04/2009 
/Kambiz Zand/ 

Supervisory Patent Examiner, Art Unit 2434 



